WEERRTEFS

12k

)
71

H A\ —H B XK



BE E(Fa/\T A9A1)

Tnys=—
e web, ENAIILTTJOEFX)TY—ILDRIEH
e python, rust, php, java, ruby, nextjs
o ZDTRITSY—%EM

XTI OZT
Mess 2 in
SOCAVISIBE

X al) T4 AMBRDEER
FRENRTAbs\vyH—(CEH)

CERTIFIED HACKER

©2024"CYBER COMMAND IfierAll'Right Reserved.



(L HBEGSRTESR YA —HBOHERIUH yy

e, HBERRA??

o EERDHKELF)A
o SFUFDHRE
o JODFAIVUY

FERECIU T LD TEERRGYAN—HELNRY LT TOETMN.
DT—I TR BHERRICILHSOTERICEON TS F A DO/N\F— 5B
LGN oFHRIDMBRREENFET,



EDSCBLND FFET? TOERTEN?




| BSREE

| semm

TR s

T ARk
INJTAER
-ER

L3R

NERIE

FimERAT- XA
- R RN (T K)
EE TIXELDILTT




"% DHRE

BT

K = BA

HigISOLWVTHE fzsstEZFIALT EEEER® IFYRT—ODN 5L BHEIZ
HHHREEDD HEEA~NDEARE Windows D E B & AIZIED>THDURT 17816
55 ThoUrE1E5 LNDTIEREERT
%
7\ 7\ 7\ 7\ 7\ 7\
\ 4 \ 4 \ 4 \ 4 \ 4 \ 4
YL A FfesSL AR FiEE R
DRTLANDT I REIR M RDITz—ADT=HD WEED
THEODTILIITEAVR NEVERZINET D XEEHFLETS

b—IL9 %



MITRE | ATT&CK

Matrices ~

Tactics ~

Techniques ~

ATT&CK Matrix for Enterprise

Defenses ~

CTl ~

Resources ~

Benefactors

Blog &'

layout: side ~ show sub-techniques  hide sub-techniques
R R Initial Access Execution Persistence Privil Defense Evasion Credential Discovery Lateral Collection Command and  Exfiltration Impact
Development Escalation Access Movement Control
10 8 i n 16 23 14 i 45 17 techniques 33 9 i 17 18 9 15
Active Scanning (3 Acquire Access Content Cloud Account Abuse El Abuse ds y-in- Account Discovery (g I Exploitation of Adversary-in- Application Automated Account Access
Injection ini i ion (7 Control Control Mechanism (g the-Middle (4 Remote the-Middle (4 Layer Exfiltration () Removal
Gather Victim Host Acquire Command Mechanism (g Application Window Services Protocol (s)
Information (4 Infrastructure (g Drive-by BITS Jobs Access Token Brute Force (4 Discovery Archive Data Transfer Data
Comp C and Access Token Manipulation (s Internal Collected Communication Size Limits Destruction ()
Gather Victim Identity Compromise Scripting Boot or Logon Mani ion (s) Ci i Browser Information Spearphishing Data (3 Through
Information (3 Accounts (3 Exploit Public- Interpreter (15 Autostart BITS Jobs from Password Discovery Data Encrypted for
Facing ion (14) Account Stores () Lateral Tool Audio Capture Media Over Impact
Gather Victim Compromise Application Container Mani ion (7) Build Image on Host Cloud Infrastructure Transfer |
Network Infrastructure (g) Administration Exploitation for Discovery Automated Content Protocol (3 Data
Information (g External Command Boot or Logon Debugger Evasion Credential Remote Collection Injection Manipulation (3
Develop Remote Autostart Access Cloud Service Service i
Gather Victim Org Capabilities (4 Services Deploy Container ioN (14) Deobft Decode Dashboard i Browser Data Over C2 Defacement ()
Information (4 Cloud Files or Information Forced Hijacking (3 Session Encoding (5 Channel
i Hard ESXi Application Boot or Logon Authentication Cloud Service Hijacking Disk Wipe ()
Phishing for A ts (3) dditi ini: grati itializati Deploy Container Discovery Remote Data i
Information (4 c d Scripts (s5) Forge Web Services (g) Clipboard Data Obfuscation (3 Over Other Email Bombing
Obtain Phishing (4 n Compromi Direct Volume Access Credentials (5 Cloud Storage Object Network
Search Closed Capabilities (7 itation for Host Software Create or Discovery Replication Data from Dynamic Medium (4 Endpoint Denial of
Sources (3 Replication Client Execution Binary Modify System Domain or Tenant I Input Through Cloud Storage lution (3 Service (4
Stane Throuah Process e Palicy Modification . Canture /. Container and hi i




[ APTTE oKUK ]

ATYIEBD
SHEE vs OUHE
73] IRY4



port 3389

& View Report @ Browse Images

257 Product Spotlight: We've Launched

80.210.37.238 [

/AP for Fast Vulnerability

o WEEOE/ME . ABERICSH D4

Hacked databases store

China 8
Mexico 3
iran, Islamic Rep t 45
Malaysi 15
|||||
Mor

ToP P

Order j12fVsUaXTYr8vRT

Database Chinese Credit Blackist (Very Valuable) Database

Records. 1,000 rows

il

Saved 1,207 times batwoan Novarbe

i mim.awhhm et

Price 519/0.00043567 BTC

& chin
Download link
make payment o activate link

Transfer 0.00043567 BTC to address:

1Fgnrap

B1EH- 2AFA—IL-EEERLE DR/
Ee

o X—UrTJ LTHORBER. LTV

Dy )LEE — RHEHBRE(D//IARXT—FD
FEZRYY)

QSINT#—EXEEWQI:E




HERE &L R REIL

Initial Access
\/

(W8 27 L)

o HH.EZMEKREINE(EHEE)LGTED
ANEIGR T, A— LS —k (URL/ T D
HURRYIRABRELRE DR T LB

) Verified Has App
ik eife a5 App. %
W8 27 LR Siow| 15 9
D A V Tie
3 X GeoVision ASManager Windows Application 6.1.2.0 - Remote Code Execution (RCE) — > N ﬁ
Tmport asyncio ® \ —
5 - 3 X GeoVision ASManager Windows Application 6.1.2.0 - Credentials Disclosure E o
import random
import urllib.parse 20250826 s X StoryChief Wordpress Plugin 1.0.42 - Arbitrary File Upload
3 >
import socket 20250826 * X Lingdang CRM 8.6.4.7 - SQL Injection
from colorama import init, Fore, Style
20250826 * X Birth Chart Compatibility WordPress Plugin 2.0 - Full Path Disclosure
init 20250818 - X Tenda AC20 16.03.08.12 - Command Injection
20250818 : 4 X Lantronix Provisioning Manager 7.10.3 - XML External Entity Injection (XXE)
class TomcatKiller S 7 PP

def self

self.success_count = @

self._error_count = @
self.invalid_priorities
=-1, g=2\\\",

3
N

, g=invalid\\\"
/8, q=NaN\\\",
\\\"u=1, g=2, invalid=param\\\",
AW,

W\"u=1, g=1, u=2\\\",
\\\"u=99999999999999999999, q=B\\\"
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GTFOBins s o

GTFOBins is a curated list of Unix binaries that can be used to bypass local security

restrictions in misconfigured systems. j u t
The project collects legitimate functions of Unix binaries that can be abused to getthe-f=2k

break out restricted shells, escalate or maintain elevated privileges, transfer files, spawn
bind and reverse shells, and faciltate the other post-exploitation tasks.

Itis important to note that this is not a list of exploits, and the programs listed here are not vulnerable per
se, rather, GTFOBIns is a compendium about how to live off the land when you only have certain binaries

available. 3 9 7 ~ & - -—
GTFOBIins is a collaborative project created by Emilio Pinna and Andrea Cardaci where everyone can \(/, E D R & %
contribute with additional binaries and techniques. m ~— ﬂ
AN\
If you are looking for Windows binaries you should visit LOLBAS. b
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[ Norvinteractive bind shell | File upload | File download | Fite write | File read | Library load | suiD

sudo | Capabiltes | Limited SUID |
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> (@ admin
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192.168. .1 192.168.

Console X | nmap X

Nmap: Running: Linux 2.6.X
Nmap: 0S CPE: cpe:/o:Linux:Linux_kernel:2.6,32
Nmap: 0S details: Linux 2.6.32
Nmap: Network Distanc 0 hops
] Nmap: Service Info: 0S: Linux; CPE: cpe:/o:Linux:Llinux_kernel
Nmap: 0S and Servic etection performed. Please report any incorrect results at
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If you are reading this message,it means that: 7 &75_'\0 DLPO

your network infrastructure has been compromised
critical data was leaked

files are encrypted

backups are deleted

The best and only thing you can do is to cantact us o E{E@%*ﬁ&iﬁ*ﬁ%u fo) x%@iﬁ%b

to setle the matter before any losses occurs

All your critical TooeE Z:gtﬂ:l) Is#{)/rsj "’\O)*ﬁff‘ﬁ%*ﬁiu o

Dowilosd Tor Drowd Ooops, your files have been encrypted! Ergih

at Happened to My Computer?
http://onyxcym4mjilrsptkSuc P flles ar

sther files
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5M16/2017 04:35:49

Time Left

Your files will be lost on
52072017 04:35:49

Time Left
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